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Cost-effective Protection Throughout Your Organization

How to protect your bottom line

Cutting cost, minimizing risk
Accuracy
e Eliminates the cost und udministration associated with backup or bypuss systems (PINs, cards, pusswords etc).

o World-leudiny ulgorithms designed to munage even the most dumuagyed fingerprints accurately und consistently in the harshest environments.

Capacity
e Investment is protected us the solution is able to grow aund adupt to un orgunization’s chaunging needs.

e Fully sculuble solutions to address u variety of upplications in orgunizations of auny size.

Security
e FErudicutes the threuts und exjpense of security bredaches such us: buddy punching, key, curd, PIN, and pussword theft,

e Ultru-secure mutching thresholds ensure stringent enforcement of security policies.

Integration

o Does uwuy with the cost und effort involved in running multiple systems, interfuces und dutabuses.

e A single solution for integration into ¢ diverse range of business processes dependent on idenfification of individuadls e.g. payroll,
time und uttendunce, heulth und sufety, [T, security und HR upplicutions.

Speed

¢ Reduces the humber of reyuired readers und eliminates delays and lost productivity resulting from queue fimes.

¢ |ndustry-leading mutching speeds ensure maximum throughput aund convehience.

MorphoTrak = Bottom Line Protection



2 Billion Fingerprints in Over 70 Countries
Successfully supporting U.S. Government FIPS 201 Standards: TWIC, PIV, and CAC Endpoint Cards

Accurate identification and authentication in:

Vertical Markets Horizontal Markets

o Manufacturing e Warehouses o Offices ¢ Mines e Enterprise Solutions e Physical Access e Logicul Access

e Studiu e Leisure Purks e Residentiul Estutes e Time & Attendunce e Puyroll e Building Munugement

e Business Purks e Retuilers e Heulth Clubs o Visitor management e Hedlth & Safety o Workforce Access

o Golf Estutes e Schools e Universities e Colleges o Activity Munhugement ¢« Home & Office Automation

e Consfruction e Bunking ¢ Government o Industrial Automuation e Transuction Authorization

e Ports e Airports e Loyistics e Higher Security « Account Management e Loyulty & Membership

everyone @’ everytime @’ everywhere 8/



MorphoTrak = Genuine Identification, Genuine Authentication
Absolute certainty of people’s identities

Identification and authentication by Morpho technology, compared to cards, PINs and passwords

A Morpho-bused solution can work in identification mode, authenticution mode, or a combination of both.

Z > Secure
Identificution compuares u user’s fingerprint to ull records Fingerprint L
only Identification

in the dutubuse, returning un exact match und positively 1:N
idenftifying them. This process is culled one-to-muny or 1:N.

N
Authentication matches u user’s fingerprint data with additional Card, — Secure
information in their possession - for example a password, PIN, or pgg;l\’/vgrrd Fingerprint * % mm Authentication
curd. This process is culled one-to-one or 1:1. 1:1

N

dutubuse
Cuards only control the access of uuthorized pieces of plustic, Card, Lost, shared,
|
but hot who is in possession of the curd, which cun be shared, PIN, or stolen, or ’ [ VULNERABLE
password forgotten

or stolen. Similarly, the use of PINs und pusswords requires un m
individuul o punch in u specific code to guin entry, but who N

uctudlly entered the code cunnot be determined us PINs and
pusswords can dlso be shared, stolen, or forgotten.

MorphoTrak = Access Controlled



MorphoTrak Algorithms = More True Minutia Points
Minimal rates of false acceptances and rejections routinely caused by lesser biometrics

Graphic of true minutia points showing where fingerprint ridges split or end

S ———
Referred to us u templute, the unigue puttern formed by true minutia In contrust, Morpho's udvunced ulgorithms detect und exclude these
points distinguishes one fingerprint from all others. fulse minutiae, resulting in more auccurute templates.
Morpho fingerprint scanners are approximately 50% larger than most Morpho's superior scunners und algorithms deliver fuster and more

competing scanners und thus capture more true minutia points, creating uccurute identification than any other fingerprint technology.

highly uccurate femplates. The compuny’s world leudership in biometrics is bused on experience

Other techholoyies ulso reyister fulse minutia points cuused by injury or duting buck to 1979, including purtherships with international law
dirt. This reduces templute accuracy even further, causing dungerously enforcement und government ugencies.
high levels of fulse ucceptances und false rejections.

Unrivaled Accuracy
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Biometrics Explained

Ergonomic Design

The design of Morpho fingerprint reuders results
from extensive experience in biometrics datiny
back to 1979. The size of the scunner, und the
anyle of its position, ensures optimum fingerprint-
cupture und euse of use.

Analytical Algorithms

Testing and benchmauarking surveys by the US
Nationul Institute of Stundards & Technhology (NIST)
and NIST Minutia Interoperuability Exchange (MINEX)
consistently rank Saugem dalgorithms amony the
world’s top performers.

Morpho ulgorithms are entrusted fo munauge more
than 2 billion fingerprints worldwide.

Fust, accurate and reliuble fingerprint matching
is imperative for Morpho clients, particularly those
such us gyovernment uyencies.

MorphoTrak Biometric Terminal Options Matrix

Matching Speed
Morpho technology is renowned ds the world’s
fastest und most accurate, for example:

Fingerprint matching speeds in Sagem logical
access systems (MorphoSmart) against a dutabase
of 10 000 users:

e |dentification: less than 1 second

o Authenticution: less thun 0.8 seconds

MorphoAccess Range Weather Internal User WiFI Matching Internal Card Matching Options
Resistance Relay Capacity Option Mode Reader
FP Only PIN Only PIN + FP Curd Only Curd + Curd+ FP Curd + Curd + Curd + PIN +
PIN BioPIN PIN + FP BioPIN
MA 100 IP53 Yes 500 No Indentificution only No Yes No No No No No No No No
MA 110 P53 Yes 500 No Multi-Fuctor Yes (HID iCluss) Yes No No Yes No Yes No No No
MA 120 W P53 Yes 500 No Multi-Fuctor Yes (MiFure) Yes No No Yes No Yes No No No
MA 120 D IP53 Yes 500 No Multi-Fuctor Yes (MiFure/DESfire) Yes No No Yes No Yes No No No

J-Series Bio IP65 Yes 500 Yes Indentification only No Yes No No No No No No No No
J-Series Bio Extended IP65 Yes 3000 Yes Indentificution only No Yes No No No No No No No No
J-Series Duul P65 Yes 500 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes No No Yes No Yes No No No
J-Series Duul Extended P65 Yes 3000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes No No Yes No Yes No No No

MA 500+ IP30 Yes 3 000 Yes Indentificution only No Yes Yes Yes No No No No No No
MA 500+ Extended IP30 Yes 50 000 Yes Indentificution only No Yes Yes Yes No No No No No No
MA 520+ D IP30 Yes 3000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes
MA 621+ D IP30 Yes 3000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes
MA 520 D Extended IP30 Yes 50 000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes
MA 521 D Extended IP30 Yes 50 000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes

OMA 520 D P65 Yes 3000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes
OMA 521 D P65 Yes 3000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes
OMA 520 D Extended IP65 Yes 50 000 Yes Multi-Factor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes
OMA 521 D Extended P65 Yes 50 000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes

Multifuctor (Merged) mode = Reuder is uble to dynumicully switch between Identification und various Authenticution Modes. During enrolliment euch user cun be ussigned any one of these modes

In this mode the users PIN humber is the sume us the system identifier number




Fingerprint identification-matching speeds in
Sagem physical access systems (MorphoAccess
500 series) uyuinst u dutabuse of:

e 1000 users A3
e 3000 users <
e 10000 users <

< 0.9 seconds
1.1 seconds
1.8 seconds

Fingerprint authentication-matching speeds in
Morpho physical uccess systems (MorphoAccess
500 series) is 0.7 seconds.

Capacity
The MorphoAccess runge of reuders cuters for
implementations of varying sizes. The dutabase
cupucity of MorphoAccess reuders facilitutes the
munhuygement of:

e 500 users (1 000 fingerprint cupucity)

e 3000 users (6 000 fingerprint capuacity)

e 50 000 users (100 000 fingerprint capucity)
The reuders ulso offer multifactor authenticution

with MiFare and DesFire contactless cards,
fingerprints, and PINs, as per the matrix opposite.

Networking capubilities enuble the readers 1o
address dll security upplications — from one-door
conftrol to the protection of buildings und vust
infrastructures.

True minutia points

Typicdlly, a rolled fingerprint has around 80 minutia
points. These dre the positions on u fingerprint
where ridges split or end — as shown below.

A damuged fingerprint could have >150 minutia
points, of which some 50% muy be false. If these
false points are misinterpreted us true minutive,

matching accuracy is severely compromised.

Accuracy
Consistently accurate fingerprint matching relies
oh ulgorithms that:

1. Detect und identify the positions of true
minutia points

2. Predict the positions of obscured,
distorted, or erused true minutia points

3. Recoyhize and exclude false minutia
points creuted by injury, dirt, or liguid.
The graphic illustrates u single ridge on u
fingerprint. At each end of the ridge there is u
terminution marked by true minutia points:
™1 and TM2,

False minutia points

Morpho’s ubility to correctly detect fulse minutiae
und predict missing minutiae hus been consistently
proven around the world in government systems
comprising muny millions of fingerprint records.

These ubilities ure ulso cleurly proven in
environments that typically exhibit the worst
gudlity fingerprints: mining, construction,
ayriculture, munufacturing, und pension
puyments.

Morpho’s unalytical ulgorithms have been
developed to recoynize und reject dutu
produced by distortion, injury, dirt or liquid
and accurately predict missing fingerprint
informution.

If the continuity of a fingerprint ridge is
interrupted by an injury, two udditionul
terminutions are creuted on this ridye, these
are false minutiae. In redlity, injuries commonly
intersect multiple ridyes, resulting in dozens of
false minutia points, as mMurked FM1 und FM2 in
the gruphic below.

N

It is this type of fulse duta thut continuously
cuuses lesser biometric systems to produce fulse
acceptunces und fulse rejections when dedling
with dumaged or dirty fingerprints or scunners.

Integration

To maintain its world-leading rankings, Morpho
continuously refines its fingerprint technoloyy to
dllow optimum inteyration into reluted softwaure
and technologies, such us payroll, fime und
attendunce, heulth und sufety, [T, security, and
HR gpplicutions.



Scanners

Morpho scunners conform to biometric industry
benchmarks defined by NIST, MINEX, and NIST PIV
(Personul |dentity Verification).

These standards ensure that Sugem scanners
ure the ideul choice for professionul fingerprint
identification solutions.

These four imuges illustrate fingerprint readers with u
scuhning surface smdller than that used by Morpho. A
smailler scunner surface cuptures a much smdiler set of
minutia data during enroliment, These enroliments dre
likely to result in higher false rejection rates uhless exactly
the sume surface dred is subsequently scahhed.

The size of u scunher’s surfuce ureu determines
the amount of fingerprint and minutia data thut
cun be cuptured: the larger the surfuce ureu, the
larger the umount of duta,

The images on the right are of u fingerprint captured on
u Morpho MSO scunner.

The coloured shupes superimposed on the Morpho print
show the surfuce areu cuptured by four other scunners.

As demonstrated here, not one of the four smuller
scunners cuptures neurly us much of the dutu ucyuired
by the Morpho scunner. Smdaller scunners neglect
vdluuble minutia points on the periphery of the
fingerprint, thus reyuiring users to pluce their finger in
exuctly the same position each time they use the reader.

Morpho scunners cupture much more data, so g user
cun pluce their finger differently every time they scun
und a positive match will be made.

Optical vs capacitive and thermal

Morpho scunhers use high-end opticul sensors. An
advuntuge of opticul scunners is that they cun be
produced with a much larger surface than cupuaucitive
and thermual sensors.

The Morpho reflecting prism is situuted within the
scunher and can withstand the effects of Electro-Static
Discharge (ESD) thut commonly disuble capucitive
scunners.

Thermal scunners ulso suffer ubrusive dumuage during
use und ure therefore much less durable thun opticdl
scunners.

The key to a perfect match

A highly competent fingerprint scanner must operate in
cohjunction with algorithms that accurately analyze and
enhcode scunned imugyes.

Morpho’s superior scunners und ulgorithms deliver
fuster and more uccurute idenfification than any other
fingerprint technoloyy bused on the scunners’ ubility
to cupture uccurute dutu us well us the ulgorithms’
anulytical und predictive capubilities.
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MorphoTrak = Unmatched Experience, Unmatched Performance

MorphoTrak wus formed in April 2009, the result of u meryger between
Sagem Morpho and Printrak.

MorphoTrak, a worldwide leuder in biometrics und ID munugement,
us Sugem Morpho delivered trusted biometric solutions throughout the
United States for over 3 decades. Applying its extensive experience

in biometric identification, MorphoTrak delivers reliuble biometric
solutions to North American markets, including federdl, state aund locul
governments, homelund security, driver’s licenses, civil identification,
und upplicunt background checks, us well us consumer und
commercial products. MorphoTrak is u direct subsidiary of Sugem
Sécurité of the SAFRAN Group, u ylobul orgunization with 55 000
employees, including 7 000 in North America.,

MorphoTrak supplies more thun 50% of the United States state criminul
and civil biometric systems, and over 60% of the world’s biometric
systems - 130 systems in over 70 countries. The compuny offers a wide
range of biometric solutions from highly secure physical and loygicul
access control to lurge-scule multi-modul AFIS. These solutfions feuture
highly-accurate, interoperuble dlgorithms; eusily integrated FIPS 201
approved PIV curd reuders, DESFire card datu encryption, fake finger
detection and mutch-on-curd or mutch-on-device technoloyies.

Sagem Morpho wus a Top Performer in NIST MINEX Tests (2004-2008)
with its fingerprint femplate mMatcher more than twice us uccurute
us the other submissions; und its fingerprint template generator and
matcher ranked 1st in uccuracy and interoperubility.

Reference: www.NIST.GOV

MorphoTrak: Biometric Security, Productivity & Convenience Solutions (BSPC)

MorphoTrak Certified Partner Channel

MorphoTrak offers a comprehensive range of biometric hardware,
softwure and development tools enabling Certified Partners to fully
inteyrate our biometric technoloygy into world leudinhy solutions for:

¢ Physical Access Control

e Loyicul Access Control

e Auftomution (home, office und industry)

e Time & Aftendunce

¢ Resource muhugement und productivity solutions

Whilst many biometric systems appedar to work fairly well in limited and
controlled applications, in reul-world deployments biometric duta and/
or the cupture devices ure constantly subjected to dirt, dumaye, und
changes in environmental and physiologicul conditions.

With over three decudes of industry-leuding expertise und field proven
technoloygy, MorphoTrak products ure specificdlly designed to operute
in, und munhuye fingerprint quulity typicul of the toughest industries
und environments.

\\ MorphoTrak

N1 SAFRAN Group

Certified
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MA 100

MorphoTrak = Fingerprint Readers for Every Application

4 )

For uccess und fime

& uttendance

Up to 500 users
|dentification in

0.7 seconds or less
(Avdiluble MiFare and
iClass options)

MARC

Robust und portauble

For access und time und
uttendunce
Computible with

MA 200, MA 500

and MA 500+ series

- J

( )

MA 500+

For access und fime
& attendunce

Up fo 50 000 users
PoE und optional WiFi

Avdiluble MiFare/DESfire
options - MA 520+ D

MSO 300

High-volume enrolment
PC loyin upplicutions
Harsh environments

- J

( )

OMA 520 D

IP65 for uccess und time
& uttendunce

Up to 50 000 users

PoE und optional WiFi
MiFare und DESfire

contfactless smart
curd reuder

MSO 1300

For logicul uccess
ID munugement
PIV-compliant

MA J Series

IP65 uccess control
terminal for indoor und
outdoor use

PoE und optionul WiFi
Avdiluble MiFare und
DESfire options - J Dudl
Standurd 500 users
upyradeduble to 3000 users

MA 120 W

For access und time
& attendunce

Up fo 500 users

|dentification in 0.7
seconds or less

Includes contfactless
MiFare reuder

y




FIPS 201 Approved Product Runge

( ) 4 ) 4 )

OMA 521 D MA 120 W MA 520+ D

P65 rated Supports FIPS201 PIV card with optional Dudl-core ARM9 microprocessors with
Contactless PIV compliant card reader Match-On-Card capdbility multi-threud processing
for three fuctor authentication. Remote terminul munagement features Power-over-Ethernet and optional ISO
TSA TWIC ICE Approved TSA TWIC ICE Approved 14443-A&B contuctless
PIV-compliunt rec ith
Customizuble for eusy interfuce with Onbourd processing makes it an idedl ) co .p lant reader wi
. ) ) L ) biometric sehsor

new or legucy uccess control systems front-end solution to briny legucy access

control systems to PIV compliunce TSA TWIC ICE Approved

MSO 350e MSO 1350e MorphoCheck

GSA APL for Trunspurent Reader und FIPS201 Approved Single Fingerprint Verify any FIPS 201 bused credentidl
Single Fingerprint Capture Cupture Device including ISO7816 Mobile device with 500dpi Sensor for on
PIV Applications: contuct smartcurd reuder device seurch up to
- PIV curd issuance FBI certified for image quality 100 000 persons
- D check: us an add-on device for Idedl for integration into PIV logical Integrated HF Dual ISO Module

use ut uttended portals access upplications Secure wireless communications

- Loyicul uccess: PC und hetwork

\__ uccess control W, \_ ) \_ J




Cutting cost, minimizing risk

Accuracy

Improve rules aund records

Capacity

Complete identity munugement

Security

Minimize risk and licibility

Integration

Infegrated work force maunaugement

Speed

Improved productivity and efficiency

MorphoTrak Inc.
113 South Columbus Street, Suite 400, Alexandriu,
VA 22314, 800601 6790 sules.bioterminuls@morphotrak.com  www.morphotrak.com

§§ MorphoTrak

¥ SAFRAN Group

E&OE



